PREP: Pandemic Risk Evaluation Platform - Beyond Contact Tracing for COVID-19

Abstract:
Digital contact tracing, even though a promising and viable technology for  the onset and outset periods of a pandemic, was not adopted widely mainly due to the “perception" of privacy violation surrounding any contact-tracing app. Therefore, we redirected our initial efforts (funded by NSF RAPID for COVID-19 in May 2020) to research approaches for hyperlocal “risk” computation and monitoring during or prior to a pandemic in a privacy-preserving manner (supported by NSF SCC in Aug 2021).  In this talk, I review our early work in privacy-preserving contact-tracing and share some of our experiences in developing and releasing contact-tracing apps and why they were not successful.  I will then present some of our more successful efforts in both researching new approaches and developing a platform for pandemic preparedness, dubbed Pandemic Risk Evaluation Platform (PREP).  I discuss some of the research challenges underlying the PREP platform for risk score computation. Finally, I discuss some of the privacy implications of PREP and offer both basic and advanced solutions from the fields of encryption and differential privacy.
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